Corporate Governance

Privacy
Policy
Our client’s privacy is important to us, and this Privacy Policy
is meant to help our client’s understand what information we
collect, why we collect it and how it is used.

Table
of Contents

2 What this Policy Covers
What Information We Collect
3
Information Provided to us

Information we Collect when you use our Services

5 How the Information is Used
7 Sharing of Information
Transfer and Storage of your Information
8
Information Storage and Retention
Security of your Information

International Transfer of Information

9 How does B2BE use Cookies?
10 Access to your Information
Notice to end Users
11
Information on Children

Notification of Changes and Updates

12 Contact us

2

Privacy Policy

What this Polocy Covers

What this
Policy Covers
Our client’s privacy is important to us, and this Privacy Policy is meant to help our client’s understand what
information we collect, why we collect it and how it is used.
What
information
we collect

How the
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is used

Sharing of
information

Transfer
and storage
of your
information

How does
B2BE use
Cookies?

Access
to your
information

Notice to
end users

Contact us

B2BE provides a number of Services to help connect businesses and streamline their processes.
These Services include, but are not limited to:
• EDI Messaging

• Mobile applications such as B2P

• OCR and DDP Data Capture

• Business Intelligence Reporting

• Print and Post

• Web solutions such as Accounts Payable, Document Routing,
Web Trader, e-Catalogue, and Procurement

B2BE also enable visitors to the B2BE website to submit queries or requests for information via several
web pages.

If you do not agree with this Privacy Policy, do not access our Services. You may raise your concern through the appropriate
channel.
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What Information
We Collect
We collect information to deliver the Services your
company has contracted us to provide. Generally, this
information is provided to us, and is information in a
business context.

Information Provided to Us
Personal Information:
Visitors to B2BE’s website may submit their personal information
to enable B2BE to respond to a query or request for information.
Message/Document Information:
We process many different message types that range in complexity
and in the amount of information that it contains. Through our
EDI services we retain a copy of the message in its sender,
intermediary and receiver formats. The message content may
contain information about you in a business or private context.
Account Information:
If you are registered for an account on the B2BE Customer Centre
or Web Portal solution we will collect your name and contact
information. Your account will be assigned an account profile, and
you can maintain it to your preferences.
Web Portal Captured Information:
Many of the Services provided via the Web Portal capture
information to facilitate business process. This may include
information about you when it is needed for providing the Services
and capturing the necessary message content.
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Information We Collect
When You Use Our Services
Website Use:
B2BE only collects personally identifiable information about you (ie: your name,
address, etc.) through our website when voluntarily submitted by you. Visitors may
choose to submit personal information to obtain information or submit a comment.
Providing personal information is up to you, our visitor. If you do not want your
personal information collected, please do not submit it to us.
B2BE websites may contain links to other sites and whilst we make every effort to only
link to sites that share our standards, we cannot be held responsible for the contents
and privacy policies of such sites.
Occasionally, we may collect technical information automatically when you connect to
our site that is not personally identifiable. An example of this would include the type
of Internet Browser or the type of computer operating system you are using or the
domain name of the website from which you linked to our site.
We use cookies on the B2BE website to improve your browsing experience (such
as remembering the language with which you chose to view our site) and to help us
improve our website. To find out more about cookies, please click here.
When you first use our website, we inform you of our use of cookies and by continuing
to use our website after we have informed you of our use of cookies, we will assume
that you consent to our use of cookies.
Web Portal Use:
Information relating to you accessing and using the Services is collected and logged.
This information includes access attempts, information you have viewed or changed.
Device and Connection Information:
We may collect information about your computer, phone, tablet, or other devices
you use to access the Services. This information includes what device you have used,
operating system, browser type, IP address and device identifiers. The collection of
this information will differ between Services and the type of device.
Cookies:
B2BE may use cookies to provide some functionalities within the Web Portal. Please
refer to the Cookies Policy for the particular Services you are using.
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How the
Information is Used
How we use the information depends on which Services you use.

Website:
B2BE may use the information provided by you (together with other information we hold or obtain) to
send you information and offers about our goods and/or services that we believe may be of interest to
you. This may involve contacting you by post, email or telephone. We also offer you an “opt-out” option at
any time should you wish to cease receiving emails or other information from us.
Business Process and Communication:
Message content is used to facilitate business process and for communication back to your organisation
or their trading partners. We are providing the Services as an intermediary and do not use the message
content for any purpose other than providing the contracted Services.
Safety and Security:
Information about you and your use of the Services are used to verify access and activity, for the purposes
of providing a secure service and ensuring data integrity.

Privacy Policy
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How the Information is Used

Research and Development:
We use device and usage information to enhance our Services and make them faster, more secure and
more widely available to all end users.
Legal bases for processing (for EEA users):
If you are an individual in the European Economic Area (EEA), we collect and process information about
you only where we have legal bases for doing so under applicable EU laws. The legal bases depend on the
Services you use, and how you use them. Overall, we collect and use your information only where:
• We need it to provide you the Services, including to operate the Services, provide customer support
and to protect the safety and security of the Services;
• It satisfies a legitimate interest (which is not overridden by your data protection interests), such as
for research and development, to market and promote the Services and to protect our legal rights
and interests;
• You give us consent to do so for a specific purpose; or
• We need to process your data to comply with a legal obligation.
If you have consented to our use of information about you for a specific purpose, you have the right to
change your mind at any time, but this will not affect any processing that has already taken place.
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Sharing of Information
Your information could be shared with the following parties.

Web Portal Users:

Trading Partners:

Information about your account or message

The message content may contain information

content about you can be shared based

about you, and based on partnership arrangements

on granted permissions. This information

within the Services, this information is then shared

is shared to provide the Services that the

with your trading partners.

information was intended for.

Service Providers:
We work with third-party service providers for
application development, server hosting and
maintenance, virtual infrastructure, faxing,
payment processing and other possible
services. To perform these services, they may
require access or use of information about

B2BE Companies:
B2BE operate within a global shared services
model and information about you can be shared
with other entities within the B2BE group to
provide the Services. This information may be
shared in connection with any merger, acquisition
or sale of company assets.

you. The service provider does this under
instruction from us, including abiding by
policies and procedures designed to protect
your information.

Enforcement Requests:
Information about you may be shared if deemed
necessary for:
• Compliance with any applicable law,

Organisation Administrators:
Administrators within your organisation will be
able to access your account information and
perform defined actions against your account.
They have the ability to control your access
within the system, and possibly the access of
other end users to your information.

legal request, regulation or government
requirement;
• Enforcement of our agreements, policies,
procedures and terms of use;
• Protection against illegal activities; or
• Protection of our Services.

Privacy Policy
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Transfer and Storage
of your Information
Information Storage and Retention
Information retention differs between Services and the type of information. Your organisation and trading
partners will have agreed retention periods for the Services, and information will be retained for at least
that period.
Information can be retained online and is accessible via the Services. After a pre-determined period,
information is archived and retained permanently in a secure location.

Security of your Information
We regularly review our security procedures and the technical measures we have in place to secure your
information at all times. No system that is open to the Internet is impenetrable, and we cannot guarantee
that data during transmission or while stored is safe from intruders. We will take appropriate measures
to ensure our Services are as secure as possible. If malicious activity is detected, we will follow regulated
breach procedures without undue delay.

International Transfer of Information
B2BE is a global organisation that receives information in many different locations. Information received in
one location may need to be transferred to a different location to facilitate the Services with your trading
partners or third-party service providers.
We maintain servers around the world and your information may be stored and processed outside of the
country where you live.
For transfers of EU Personal Data to a jurisdiction other than a jurisdiction in the EU, or the European
Commission-approved countries providing ‘adequate’ data protection, B2BE will provide an adequate level
of data protection for EU personal data in our best effort.
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How does B2BE
use Cookies?
Similar to other websites, we use cookies to improve
your browsing experience. On this website, we use the
following type of cookies:

cc_session

Cookie Type
Functional
Cookie Lifespan
Destroy after close browser
Description
Used to remember your username.

language

Cookie Type
Functional
Cookie Lifespan
30 days
Description
Used to remember your
language selection.
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Access to your
Information

You have the right to request a copy
of your information, object to its use,
or request for it to be updated or
deleted. Where B2BE is administering
the Services, a formal request can
be made via the ‘Contact Us’ section
below. If your account is administered
by another organisation as described
in the ‘Notice to end users’ section,
then your request should first be
made to that organisation.
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Notice to end Users
Our Services are primarily provided to organisations, and those
organisations make the Services available to you. The organisation
that has contracted us to provide the Services is the administrator and
is responsible for the end users and controls within those Services. In
this situation, questions relating to data privacy should be directed to
this organisation’s administrator as their practices may be different
to this policy.

Information on Children
The Services are not directed to individuals
under 13, and we do not knowingly collect
personal information from children under 13.
If we are advised of personal information of
a child under 13, we will take steps to delete
that information.

Notification of Changes
and Updates
We reserve the right to make changes to this
Privacy Policy at any time without notice. You
may review any updates and/or changes to
our Privacy Policy at any time via our Services.
Your continued use of our Services constitutes
your agreement to this Privacy Policy and any
amendments. If you do not agree with the
terms of this Privacy Policy, then you should not
use the Services.

Privacy Policy

Contact us
If you have questions or concerns about
how your information is handled, please
email privacy@b2be.com.
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